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MODERN TECHNOLOGIES AND DIGITIZATION IN THE CONTEXT OF
DEVELOPMENT OF INTERNATIONAL FINANCES

The article examines modern technologies and digitalization in the context of the spread of financial
inclusion. The issue of glocalization processes in the field of financial market is identified. Modern information
systems influencing inclusive processes in a renewed digital society have been studied. The advantages of Internet
banking among users of banking services are determined. The active development of the fintech industry in modern
conditions has been studied. The adaptation of foreign experience in cyber risk management in the context of
ensuring financial inclusion is determined. The main purpose of the study is to describe modern technologies and
digitalization in the context of international finance. Systematization of literature sources and approaches to
solving the problem is that we conducted an analysis of domestic scholars who gave different approaches to
interpreting the concept of modern technology and digitalization in the context of international financial relations.
The urgency of solving this scientific problem is that the essence of the concept determines the prerequisites for
practical measures for the application of modern financial innovations, including digital innovations, in the
international financial market. The research of the topic of modern technologies and digitalization in the context
of the development of international finance is carried out in the following logical sequence: the need for the
introduction of digital technologies in finance is determined; the glocalizing influence of digitalization on the
functioning of the world financial market is proved; the impact of financial inclusion on the banking and insurance
markets is determined; the positive features of modern digital solutions in finance, in particular Internet banking,
are considered; the issue of improving financial literacy among young people was raised; the issues of international
finance through the prism of crypto industry development are considered; the importance of adaptation of foreign
experience of cyber risk management is determined; emphasis is placed on the development of international
financial relations in the context of hostilities in Ukraine. The last few years of research have been the
methodological tools of research methods. The object of research is the processes related to the development of
financial innovation and digitalization, because they will ensure the further development of international financial
relations in the near future. The article presents the results of an empirical analysis of financial inclusion and access
to innovative financial technologies. The study empirically confirms and theoretically proves that the development
of international finance is possible only in the context of overcoming non-inclusiveness through the development
of modern financial innovations, including digital innovations. The results of the research can be useful for
financiers-practitioners, for civil servants, for scientists dealing with financial innovation, for graduates in
management and administration.

Keywords: international finances, financial inclusion, digitalization, glocalization, Internet banking,
Fintech-industry, cyber threats, banking sector, insurance sector.
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CYYACHI TEXHOJIOT'TI TA JIIXKUTAJI3ZALIA Y KOHTEKCTI PO3BUTKY
MI’KHAPOJIHUX ®IHAHCIB

VY craTTi AOCHIKEHO CydyacHI TEXHOJIOTii Ta AIPKUTANI3allilo Y KOHTEKCTI MOMMpeHHs (iHaHCOBOT
iHKTI0311. BU3HaUeHO mMHTaHHS TIIOKaNi3amiiHUX TporeciB y cdepi ¢inancoBoro puHKy. JlocmimKeHO cydacHi
iHpopMaliiHI CHCTEMH, LIO BIUIMBAIOTh Ha IHKIIO3MBHI NPOLECH, B OHOBJIEHOMY J/KHTaJi30BaHOMY
cycninbeTBi. BusHaueHo mnepeBarn IHTepHET-OaHKIHTY cepei KOPHCTYBadiB OaHKIBCBKHMHU ITOCIYTaMH.
JocmimkeHo akTUBHHNA PO3BUTOK (PiHTEX-iHAYCTpii B CydacHMX yMoOBax. BHW3HaueHO amamTamiro 3apyOiKHOTO
JIOCBIly YIpaBIiHHA KiOeppH3MKaMH B KOHTEKCTi 3a0e3redeHHs (iHaHCOBOI iHKIIO3ii. OCHOBHOI METOMO
JOCTIKCHHS € OIMUC CyY9acHUX TEXHOJOTIH Ta MipKHUTami3amii y KOHTEKCTI pO3BUTKY MDKXHAPOTHHUX (iHAHCIB.
Cucremarusalisi JIITEpaTypHUX JOKEpPEN Ta IIAXOAIB J0 BUPIMICHHS NPOOJEMHU IOJSTrae y TOMY, IO HaMHU
MPOBEICHU aHaji3 BITYM3HSHUX BUCHHX, IO OaBalM Pi3HI MIAXOOH IO TIyMadeHHS MOHATTS CydYacHHUX
TEXHOJIOTIH Ta Ii/KUTaTi3alii B KOHTEKCTI MDKHApOJHHUX (PIHAHCOBHX BIIHOCHH. AKTYaJIbHICTh BUPIIICHHS JaHOT
HayKOBOI MPOOJIEMH MOJATAaE B TOMY, IO CYTHICTh IOHATTA BH3HAuYa€ IEPEIyMOBH IO NPOBEACHHS 3aXOIiB
NPaKTHYHOTO XapakTepy IIOA0 3aCTOCYBaHHS Cy4yacHMX (HIHAaHCOBMX IHHOBaliif, B TOMy 4Hcli HU(POBUX
IHHOBAIIi}l, Ha MXKHapOIHOMY (PiHAHCOBOMY PHHKY. J[OCTIIKCHHS TEMHU CyJYaCHHUX TEXHOJIOTIH Ta JiKUTai3amii
Yy KOHTEKCTI PO3BHTKY MDKHAPOAHHMX ()iHAHCIB Yy pOOOTI 3MIHCHIOETHCA B TaKiil JIOTIYHIA IOCIITOBHOCTI:
BHU3HAYCHO HEOOXiMHICTh BIPOBAKCHHS HU(PPOBUX TEXHOJOTIH y QiHaHCAX; MOBEJACHO TTIOKAI3AIliifHAN BILIHB
JikuTanizanii Ha QyHKIIOHYBaHHS CBITOBOTO (hiHAHCOBOT'O PHHKY; BU3HA4€HO BILIMB (hiHAHCOBOI 1HKIIIO3iT Ha
0aHKIBCHKHI Ta CTPaXOBHI PHHOK; PO3TIIIHYTO MO3UTHUBHI OCOOIMBOCTI CydacHNX MU(POBUX pilleHb Y (piHaHCAX,
30KpeMa IHTepHeT-OaHKIHIY; HOPYIIEHO NUTAaHHS BJOCKOHalEHHA (DiHAHCOBOI TPaMOTHOCTI cepel MOJIOI;
PO3TIISIHYTO MUTAaHHS Mi>KHAPOIHUX (iHAHCIB Yepe3 MPU3MY PO3BHTKY KPHIITOIHIAYCTPIi; BU3HAYEHO BaXKIHUBICTh
ajanranii 3apyOi>KHOTO JOCBIy YIpPaBIiHHS KiOeppH3MKaMH; aKIIEHTOBAHO YBary Ha PO3BUTKY MIKHApOIHUX
(hiHAaHCOBUX BiTHOCHH Yy KOHTEKCTI BIMCHKOBHX Jifi B YKpaiHi. MeTOIOJOTiYHIM IHCTPYMEHTapieM METOHIB
JIOCITIJPKEHHS OyJTM OCTaHHI KiJIbKa pOKiB JociipKeHb. O0’€KTOM AOCIIIKEHHSI € POLIECH, TIOB’ 13aHi 3 PO3BUTKOM
(hiHaHCOBUX IHHOBAIIIH Ta JiHKATAII3aIlii, TOMY 10 caMe BOHH 3a0e31edarh NOAaIbIIHi PO3BUTOK MIXKHAPOIHUX
(hiHAHCOBUX BIHOCHH Y HalOMMKUOMYy MaOyTHROMY. Y CTATTi NPEACTABIICH] pe3yJIbTaTH eMITIIPUYHOTO aHAJI3Y
(hinaHCOBOI IHKIIO3i1 Ta AOCTYHMHOCTI OO iHHOBAaIifHMX (DiHAHCOBHUX TEXHOJOTiH. J{OCHiIKEHHS EMITipUIHO
MIATBEPIKYE Ta TCOPSTUYHO TOBOAUTH, IO PO3BUTOK MDKHAPOMHHUX (PIHAHCIB MOXKIHBHM JIMIIE B KOHTEKCTI
MOJIOJIAHHS HEIHKITFO3MBHOCTI 4Yepe3 PO3BUTOK CydacHHWX (IHAHCOBHX IHHOBAWil, B TOMY YHCI OHA(POBUX
iHHOBaLii. Pe3ynbTatu AOCHIIKEHHSI MOXYTh OyTH KOPUCHUMH Ul (piHAHCHUCTIB-NPAKTHKIB, Ul JEprKaBHHUX
CITy>kO0OBIIIB, ISl HAYKOBIIIB, IO 3aiMAalOTHCS MMTAHHAMH (PiHAHCOBUX IHHOBAIIIH, I 3/100yBaviB BHIOi OCBITH
B TaJy3i yIpaBIiHHA Ta aIMiHICTpYBaHHS.

Knrouosi cnosa: midicnapooni ginancu, Qinancosa inkmiosis, 0i0icumanizayis, 21oKaui3ayis, inmeprem-
6ankine, FinTech-indycmpis, kibeppusuxu, 6ankiscokuii cekmop, Cmpaxoeuti Cekmop.

Setting up a problem in general and its connection with important scientific and
practical tasks. Today, financiers around the world need to solve problems that can only be
overcome with the help of international financial companies or organizations. The current state
of global financial markets requires finding new solutions needed for the development of global
digital finance. It can be said that the number of risks in the financial market has increased
rapidly over the last year, which is directly related to the digitalization of the world economy.
Persistent risks of volatile economic growth increase the need to improve the balance of
payments in highly indebted countries and require a significant strengthening of the banking
sector. Therefore, in the context of financial inclusion, the issues of modern technologies and
digitalization should be explored. This is especially important in times of military turmoil and
deteriorating economic growth and financial market downtime, as modern technology can
change the distribution of financial flows faster and better.

Analysis of recent studies in which the solution to the problem is initiated. This
topical issue was raised in the research of such scientists as Bozhenko V., Vermenych Ya.,
Demchyshak N., Luk’yanchuk R., Oryekhov M., Radchenko N., Roshchyna N., Khamidov O.
and others. However, today it is worth conducting research in the context of defining modern
technologies and digitalization in the context of the spread of financial inclusion. From this
point of view, we can find new perspectives on this study.

The objectives of the article. The objectives of this scientific article are primarily to
describe modern technologies and digitalization in the context of international finance.
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Summary of the main research material with full substantiation of the scientific
results obtained. We agree with the opinion of scientists Khamidov O., Mamanazarov A.,
Maksymova I., Slyusarenko K. and Kulishova V., that in general Ukrainian business has already
been integrated into the processes of global "digital pursuit". Experts and company executives
understand that without the use of digital technologies they will not be able to compete
successfully in domestic and foreign markets. At the same time, the company is very pragmatic
about the proposed technology and is in no hurry to invest in completely new areas of the digital
financial market. In addition, there are some obstacles to the introduction and use of digital
technologies in the financial sector. First, the lack of investment resources made it impossible
to implement the project and ensure the viability of the IT system. Equally important are the
issues of digital literacy and staffing of the "digital revolution™: the lack of IT professionals and
users who know how to use innovative technologies effectively, "innovative solutions” do not
always interact with suppliers and consumers who are still struggling. Sometimes the
restraining factor is underdeveloped infrastructure (low bandwidth, lack of access to mobile
Internet, lack of data centers, etc.). Finally, a significant number of companies believe that they
can count on some government support for the use of digital technologies (Khamidov et al.,
2021).

As rightly noted Roshchyna N.V., Shevchuk O.A. and Kustar'ova K.M., rapid
digitalization significantly affects the functioning and development of the global financial
market (Roshchyna, Shevchuk and Kustar'ova, 2021). W. Rudomettoff and R. Robertson
considered the authors who introduced the concept of "glocalization™ in the terminological field
of sociohumanities. They have convincingly proved that the current process of globalization
causes diverse and multidirectional changes in regional forms of human life. On this basis, there
is not only overcoming local cultural traditions, but also their revival, the extreme manifestation
of which are the phenomena of fundamentalism. The dialectic of the complex interaction of the
concepts of "globalization™ and "localization™, embedded in the hybrid term "glocalization", is
essentially reduced to the inclusion of local communities and territories in an extensive network
of world economy and relevant policies. In practice, this means that regional policy at the state
level and the mobilization of resources at the regional level are an integral part of the system of
international economic regulation, foreign economic and diplomatic relations. Therefore, the
discourse of cross-border is impossible to imagine without the use of the term "glocalization"
and its derivatives (Vermenych, 2021).

Issues of glocalization processes today have penetrated into a number of areas of the
financial market. In particular, one of these areas is the insurance market. The financial
inclusion of the insurance market must be measured by a number of indicators. In particular,
one of such indicators is the level of insurance density. Another important indicator is the
penetration of insurance. If we talk about the indicator of the penetration of insurance services,
then it is possible to monitor the share of insurance to ensure sustainable development of the
country. For example, the availability of insurance institutions in Ukraine during 2016-2020
tends to decrease due to the increase in the number of persons aged 15-70 per 1 insurance
institution (the figure increased by 1.44 times during this period). In this case, it can be
understood that any current improvements in the insurance market of Ukraine are insignificant,
and at some points are below the norm in relation to national averages. This is the case for some
insurance services, and for the distribution of financial indicators in geographical terms, and
this is reflected in the international promotion of insurance services.

According to scientist Oryekhov M.O., two billion individuals and 200 million
businesses in developing economies today do not have access to savings and loans, and even
those who have access can pay dearly for a limited range of goods. Rapidly spreading digital
technologies now make it possible to provide financial services at much lower costs and,
consequently, profitably, stimulating financial inclusion and ensuring a significant increase in
productivity in the economy (Oryekhov, 2022).
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As for the indicator of the density of insurance services, we can say that it can be used
to measure the level of consumption of insurance services. Today, this figure is below the
minimum, which indicates a low level of consumption of insurance services. In fact, it can be
said that the financial inclusion of Ukrainian insurance services largely depends on how many
different types of insurance are used and how popular they are. It should be understood that
developed markets should best reflect the investment needs of insurance market participants
(insurers), which is reflected in the trends in demand for many insurance services in Ukraine.
Therefore, this will be affected not only by internal institutional changes, but also by external
institutional changes that reflect the economic situation abroad.

As for the threats that affect the insurance market in economic terms, modern
technological solutions and approaches — all this is directly reflected in the level of penetration
of insurance services in Ukraine. If we talk about the implementation of insurance approaches,
it is worth mentioning the basic principle of insurance. It is based on the creation of appropriate
insurance funds through the accumulation of funds from the investments of policyholders.
Today, this approach is experiencing a certain imbalance, and we have a certain inability of the
market to implement those areas that are important today.

An important element of the policy of ensuring financial inclusion in insurance markets
IS the support of strategic insurance, ie insurance with long-term orientation. Mandatory state
pensions can be one of such areas of financial inclusion. It is known that very few people today
enjoy new pensions, and this is reflected in private pension funds. Thus, failure to use this
approach in the system of financing pension systems will hinder the development of processes
that may become commonplace and reach a large part of the population. Therefore, interest in
various areas of pension insurance in Ukraine and its use in practice will lead to changes in
legal norms and rules and increase financial security and confidence in various insurance
companies engaged in private pension provision. And in this direction we can state changes in
approaches to increasing the inclusion of insurance services in Ukraine.

Another area of financial inclusion that will ensure the penetration of financial services
for the widest possible population is the use of tax payments, in particular the use of tax rebates.
This tax possibility is typical for individuals and provides for a confirmed amount of the
taxpayer's expenses during the reporting period, which is allowed to reduce the total annual
taxable income. According to Art. 166-169 of the Tax Code of Ukraine, it can be argued that if
we are talking about long-term life insurance, then such a discount is possible and should be
applied. Indeed, under the insurance contract, the insured person may be the one who made
these insurance premiums, he may receive the amount of such a discount. Therefore, in this
case, we must understand that the use of such approaches today opens up new opportunities in
terms of financial inclusion of insurance services.

Despite the development of financial services in the country and its progressive
movement, we can confidently say that today there is a significant role of the state in
strengthening the requirements for the activities of those companies engaged in financial
activities and creating appropriate institutional approaches to supporting companies. Such
issues create an inability of insurers to carry out their activities in some types of financial
activities. And this, in turn, deters customers from possible involvement in the use of financial
services.

Any services provided in the financial market will develop faster if there is excessive
and moderate regulation of financial processes by the state: the elimination of excessive
supervision, inspections and controls and other aspects of financial market regulation will be a
step to the feeling of business working in this field, more freedom of action. Of course, this
situation will inevitably affect the range of services, the rates of financial payments and,
accordingly, financial payments, and thus the financial inclusion in this area among the
population. The main thing is that we understand that the main point that the state must pursue
is to ensure the rule of law in accordance with the regulations and bylaws governing the sphere
of financial activities. That is, if all goes well in this direction, and the financial company
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provides proper services, and the participant of financial activities will not commit any fraud,
the financial market will be inclusive in any case.

Today, the state should create not regulatory and regulatory, but stimulating methods
that will have a positive impact on the development of the insurance market, and will be based
on deregulation and various control approaches by state supervisors. An important action is to
eliminate any ineffective areas of regulation and implement a system of supervision based on
monitoring of risk situations. Another approach to ensuring the development of insurance
inclusion will be aimed at protecting the direct consumers of insurance services and their
interests. Elaboration of free pricing, creation of favorable conditions for the introduction of
modern liberal principles in the insurance market is a step towards the development of financial
inclusion of insurance services. The development of the insurance market is possible in the
context of the best European traditions and practices, and those approaches that have already
proven themselves around the world and have existed for decades. The application of the best
methods and approaches in the field of insurance is also an important step towards the
introduction of as many insurance services as possible among the largest possible population in
the country (Vakhovych et al., 2021).

In addition to following a general direction of financial activity, such as insurance, the
inclusion of banking services is still more common today. As with insurance services, the
availability of banking services will be mainly focused on information technology. Too many
players in the financial system may not be fully involved in such services. This indicates
geographical restrictions on access to services, or the inability to use modern information
technology, or the acquisition of skills or knowledge to prefer traditional banking services to
Internet services. Therefore, training as many people as possible in Internet technology and
computer literacy, as well as the use of modern financial literacy, aimed primarily at the widest
possible age range, will help increase financial inclusion in banking almost every day.

We understand that such technology as Internet banking is a relatively new
phenomenon, but is developing very rapidly in Ukraine and over the past 5 years has become
widespread among users of banking services. That is, every potential employee of banking
institutions remains at risk of reduction as the level of provision of banking services on the
Internet develops. After all, everyone who uses the bank via the Internet, in fact, takes a job
from a bank employee and performs its functions. Therefore, we must understand that Internet
banking and the use of modern e-offices, connecting to them the vast majority of all services
provided by the bank, the use of automated call centers and chatbots — all this contributes to the
fact that a number of bank employees in the near future may be reduced and the number of
banks and their branches reduced. That is, the bank will gradually move into the environment
in which individual banks already exist, is in the virtual plane.

Now we can say that the benefits of online banking are obvious, 24 hours a year, 7 days
a week, can be used in any field, there is only one condition - Internet service. A large number
of people who use online banking and the availability of this technology, even those who have
only a card or account in the relevant banking institution, have the opportunity to create a
personal electronic account of the user of the banking service. In fact, in this case, the question
arises about the security of banking services over the Internet, the compliance of functions and
tasks that banks must provide when we want to quickly and safely obtain available services. It
is also important that the support service does not understand the use of such services:
encouraging customers to solve problems or explaining how quickly banking services are used.
Therefore, the modern understanding of Internet banking is changing, because it is not enough
to understand how to use banking services, but also how much we as customers can
independently attract the functionality of the bank and are able to help solve technical and
financial problems.

The special spread of Internet banking is due to the distribution of a variety of
applications and applications. These programs are created by modern IT companies directly
with the direct participation of banking institutions and are their official applications of banks.
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Such developments guarantee the successful management of personal and corporate finances,
including deposit and credit services, settlement and cash services, payment of payments,
personal and pension insurance, purchase of goods and financial assets, etc.

The development of mobile banking is made possible by the merger between the
smartphone as a telecommunications device, the latest software using modern technical
solutions, and acquisitions (including FacelD and TouchID) that use human biometrics, as well
as remote banking services such as deposit, credit, insurance services and pension accounts,
purchase of bank metals, etc.

The increase in the number of modern banks (neobanks) that use banking technologies
through the Internet is a good indicator of the financial system, but it should be noted that today
the growth of threats and competition comes from the use of modern technologies, including
modern mobile applications and payment elements. In this case, such companies may
undermine the role of traditional banking institutions and payment cards, as they provide a fairly
reliable service, but the element of information security is very strong. In particular, we are
talking about companies such as Amazon, Facebook, Starbucks, and the use of existing payment
systems popular around the world (Samsung Pay, PayPal, etc.). The development of these
technologies has improved communication with customers, making this communication
process cheaper, more convenient and more efficient. Thus, the spread of banking services
today is an inclusion of technological banking services. After all, today banks are becoming not
just institutions that provide financial services, they are becoming in some cases IT companies
due to the widespread introduction of technological solutions in everyday life. In the near future,
proximity to the information technology sector will determine the extent to which the bank will
be able to survive such incarnations over time and ensure the involvement of as many customers
in its services on the most favorable terms for the latter.

The active development of the Fintech industry is due to the rapid spread of e-
commerce, increasing the number of users of mobile devices, widespread use of payment
services and other remote services. Online transactions, mobile payments, contactless payment
are gradually changing the payment habits of the population and domestic enterprises. This
process will gain momentum in the coming years and will spread to all spheres and aspects of
life and business.

Among the most common Fintech solutions used, especially by small businesses, are
the following: 1. Online onboarding, account opening and online transactions are made possible
by the Privat24 web business interface from PJSC CB Privatbank. JSC "UkrSibbank™ has
completely switched to its own updated Internet banking UkrsibBusiness, which allows you to
manage your accounts completely online. RBA from Raiffeisen Bank Aval JSC is actively
implementing and developing remote verification procedures as part of a new process of digital
onboarding of clients. 2. "Electronic document management"”, "Electronic reporting"”, "Regular
payments" from PJSC CB "Privatbank™ are widely used for reporting and payment of taxes
online. With the Raiffeisen Business chatbot, you can file tax returns and receive reminders
when you need to submit your next report. On the Portmone.com platform you can pay almost
all possible payments, including taxes and fees. 3. A convenient solution for conducting trade
activities is to set up trade, Internet and mobile acquiring. POS-terminals and mPOS-terminals
are used for trade and mobile acquiring. Online acquiring can be used by users of virtual bank
cards or e-wallets. It should be noted that the market of commercial and mobile acquiring is
occupied by banks, and Internet acquiring is developed by providers — LigPay, Portmone.com,
UAPAY, Interkassa, MOSST, Fondy and others. 4. Online lending is the most risky type of
service for banks, as the decision-making process is complicated by the lack of sufficient
information to assess the borrower and measure potential credit risk. But the first fintech
solutions have already appeared, which will allow small businesses and individuals to receive
loans online (Radchenko, 2021).

The main drivers of technologicalization and digitalization of financial processes are:
the powerful development of electronic computers, mobile devices has increased the speed of
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data processing and gain constant access to financial services. Thus, in 2019 there were about
5.2 billion mobile users in the world, covering 67% of the world's population, while in 2015 —
4.66 billion, in 2010 — 3.219 billion people; increase investment in the development of fintech
innovations. During 2018-2020, the average annual volume of global investment in the fintech
sector was 140 billion US dollars, for comparison in 2017 - 59.2 billion US dollars, and in 2012
— 4 billion US dollars; the growth of e-commerce, which requires the implementation of non-
cash payments for trade transactions; introduction of customer-oriented service and
improvement of financial inclusion of the population; increasing the number of social network
users who accumulate a significant amount of personal information, which is then used to assess
consumer preferences, as well as serve as an effective channel for promoting innovative
financial products. According to Emerketer, the penetration rate of social networks in the world
in 2020 was 41.9% of the total population or 3.23 billion users. For comparison: in 2017 — 2.3
billion users or 31.2%, in 2013 — 1.6 billion users or 22.8%; liberal and stimulating policy of
financial regulators in different countries in the development of innovative financial
technologies by establishing communication between financial companies and regulators,
improving payment infrastructure, establishing preferential tax treatment, legalization of
cryptocurrency settlements, etc. (Bozhenko ta Pihul', 2021).

Back in 2019, the National Bank of Ukraine published its vision of the extent to which
the strategy and vision of both financial literacy and financial inclusion can be applied to
Ukraine (Financial Inclusions for economic growth, 2019). First of all, we are talking about the
use of five main strategic visions. In particular, we are talking about changing the financial
culture, new knowledge, acquiring new skills and, accordingly, bringing all approaches to
ensuring responsible behavior on the part of financial users and gaining much greater financial
inclusion. It is also about forming Ukrainians financially aware of European thinking. This
means gaining new approaches to the worldview of a citizen of Ukraine who will still share
European values and be ready to fully transform his life to European standards: he will plan to
shape its budget based on its own forecasting of income and expenditure in the context of
financial decisions. which are inherent in his daily activities. He will also plan to spend his
savings on investment. And this will have a positive impact on the development of both the
financial system and the individual household.

Based on the analysis of financial inclusion indicators, the following theses can be
argued. Back in 2014, the number of banking institutions was 147, and in 2018 the number was
almost twice less, is 77 banks. As of the beginning of May 2022, the number of banks in Ukraine
was 69. In 2014, there were more than 15,000 structural divisions of banks, and today there are
twice as many. Also, the final number of units is currently declining, as hostilities continue in
many areas, which has a negative impact on the financial infrastructure. In 2014, there were
almost 33 million active payment cards. At the same time, this figure has grown in recent years
and now stands at almost 37 million units. The total number of ATMs in 2014 was over 36,000.
There were periods when this figure decreased. As for the payment terminals of banks, they are
much more than ATMs: in 2014 there were 203 thousand units, in 2018 the figure approached
the level of 300 thousand units, and continues to grow. We also understand that net loans
relative to gross domestic product in 2014 amounted to 9.1%, and in recent years this figure has
decreased three times. Individuals' funds relative to gross domestic product in 2014 amounted
to 25.4%, while in 2018 this figure decreased by almost half. To date, this figure has also
decreased significantly. The ratio of cash to GDP in 2014 was 17.8%, and three years ago -
9.8%. In other words, we see that both in loans and in cash, the financial resources circulating
in the banking sector are significantly reduced, they become less accessible, including due to
the reduction of banking institutions due to various circumstances. Consequently, we can say
that a significant part of the banking sector is moving to cyberspace, and part of the population
using traditional banking services is deprived of access to a wide range of banking instruments.
The last factor was manifested in the hostilities of February 2022. Thus, the burden on banks
that use traditional banking services will only increase in the near future.
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Today, the active use of banking products and services is largely characteristic of young
people and highly educated youth. This indicates that a significant part of the population
remains disconnected from banking services. It should be noted that almost all participants who
have access to the banking system, have payment cards and use banking services, actively use
banking services. Please note that debit cards (over 60%) are common among payment cards,
those that allow you to receive checks or pensions, and credit cards. However, only 50% of
customers use bank loans because there are other solutions that allow them to take advantage
of modern credit markets and obtain adequate financing, and they are not active participants in
a particular banking institution, having only a passport and taxpayer identification code. A
significant part of users of such services sell or buy currency in banks, and a significant part of
citizens use mortgage, car and consumer loans. Of course, compared to foreign lending
experience, domestic lending is much lower, because the conditions and security of loans in
Ukraine today are not yet available to the vast majority of citizens.

Considering the issues of international finance, it is worth noting the development of
the crypto industry today. The global cryptocurrency market is developing positively and
dynamically, with a total market capitalization of almost $ 2.3 trillion. If previously
cryptocurrencies were not covered by any legal field in the world, for several years now they
have been actively introduced into the economies of different countries, legalizing digital
currencies at the national level. In modern conditions, the crypto industry is developing rapidly,
attracting new resources and opportunities. Today, more than 300 decentralized exchanges
trade cryptocurrencies. Most of the transactions carried out on exchanges are mainly carried out
in bitcoins. In today's world, there are many cryptocurrencies that are not regulated by
governments or central banks. However, cryptocurrency trading is officially allowed in many
countries around the world. They usually view cryptocurrencies as commodities or investment
assets, mostly digital currencies.

According to the scientist Luk’yanchuk R.V., the current global trend that is gaining
momentum is the development and implementation of regulatory framework for the regulation
of the crypto industry. The global trend is the legalization of cryptocurrencies and thus the
stimulation of the digital economy. The first country to recognize bitcoin as the official means
of payment in 2021 was the Latin American country of El Salvador. According to foreign
experience, the ongoing process of improving the principles of cryptocurrency implementation
in the jurisdictions of different countries (Brazil, Switzerland) is underway. At the legislative
level, each state approves its own model approach to cryptocurrency circulation. At the same
time, specific legislation will remain for each individual country with a further tendency to
synchronize the requirements of financial monitoring and identification of clients. The legal
regime of service providers with virtual assets is expanding towards strengthening control over
transparency and accountability of operations, cybersecurity and mandatory user verification
(Luk’yanchuk, 2022). Therefore, today it is extremely important to look for new digital tools in
the field of international finance that will effectively develop the financial system.

It is important to adapt foreign experience in cyber risk management. There are basic
directions for preventing cyberattacks on front offices, which can be useful for Ukrainian
financial institutions and companies: 1. Systematic risk assessment of online transactions for
compliance with the sensitivity of information change (customer type, transaction volume,
quality of service, mobile vehicle, etc.). 2. Improving information authentication standards.
Abandon common two-tier last-name password identification methods in favor of advanced
behavior-based fraud detection systems that can automatically detect transactions or website
navigation anomalies in real time. 3. Apply a multi-level approach to data verification: layering
different, complementary security technologies, such as strict authentication, behavioral fraud
detection outside the transaction verification area, mobile authentication, advanced
authentication, SSL digital certificates. 4. Introduction of advanced authentication methods:
transaction-based mobile authentication, dynamic device authentication — including one-time
session cookies and digital fingerprints, etc. 5. Raising awareness and education of customers.
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Banks should spend part of their money on developing affordable educational projects for their
clients. This has, according to Demchyshak N.B. and Shkyrya A.S., double consequences:
increasing the level of security and establishing long-term partnerships with clients. These
approaches can also be used to protect strategically important information for the work of the
bank and non-bank financial institutions (Demchyshak, Shkyrya, 2021).

It is worth emphasizing that since February 2022, aggression by the russian federation
has been applied against Ukraine and continues to this day. The hostilities, the numerous
casualties, the destruction of industrial and residential infrastructure have led to population
migration, loss of economic stability in the country and disruption of existing business ties. This
will still have a lasting negative impact on the development of not only Ukraine's financial
system, but also the world economy, as well as international finance. We already need to work
on working out mechanisms and creating new effective tools that will be able to have a positive
impact on the development of the securities market, the financial services market, and stabilize
the foreign exchange market in the near future. That is why the introduction of modern financial
innovations will provide solutions to difficult financial situations in the market and provide
some stabilization of economic processes in the medium term. Of course, for the full
functioning of financial relations, including at the international level, it is important to
overcome the crisis in the economy, including inflation, improve trade relations between
European countries and Ukraine, and develop common tools to overcome the energy crisis.

Conclusions, discussion and recommendations. Based on the study, we can say the
following: the availability of financial institutions in Ukraine in recent years has tended to
decrease, resulting from an increase in the number of people aged 15-70 per 1 insurance
institution. The military actions that were initiated as a result of the aggression against Ukraine
in February 2022 will have a particularly negative impact on this process. In general, it should
be said that compliance with such areas of tracking financial services as penetration, as well as
ensuring the appropriate level of density of participants in financial services, ensures the
inclusion of financial services. In addition, then we can say that the appropriate level of
financial security of the state and its regions.

Today we can say that mobile banking will constantly expand mobile and Internet
traffic, increase the volume of financial transactions and indicate how independent we can be
of any external and internal factors, being a customer of a particular bank and having access to
the Internet. The use of Internet traffic will depend on the technical capabilities of mobile
operators or telecommunications service providers. In addition, we must understand that
modern gadgets must also be at the proper level. That is, technological developments that are
implemented in modern smartphones or tablets are a step towards how financially inclusive we
can be.

It is especially important today to develop high-tech financial innovations that can be
developed, including in Ukraine, and will effectively influence the recovery of the financial
system, as well as contribute to the development of international financial relations.
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